PACKAGING

Industry-suitable Technologies
to Protect Pharma Products
against Counterfeiting

Az clearly stated in the new Eurcpean
direciive 2011/G2EL"  ralating 1o
medicinal products for human use
as regards the prevention of the eniry
into legal supply chain ol lalsified
medicinal products, patient safety wil
be achievad with the combination of
thres componanis
- wafify tha authenticity of the medicinal
product,
- idantify indwidual packs or baiches
wirly whether the outer packaging
has been tampered with

Ihese new measures, which improve
the FI".'.I|E'.'.'.II.'!-:" od public haalth, will ba
adopbed Dy member states on .JF.!F'I..-F.![:.-
2 2013

Bacauss  implamanting abelling,
tracking and tracing systemns for
products will likely reault in additicnal
COS1E 10 e pharmaceutical industry,
this paper hopes to ghed light
an  sevaral  cost-afective  product
guthenbeation processes and leaburas,
which can be essily deployed and
mplemenied wilhn  manufactur g
plants and labaratories worldwide

Authentication and identification
Saveral onganisations have reporbed
fhad incévidual product coding can be
used to identity counterfeits. However,
more and more experts agree that
vigible produs! codes, batch numbars
and expiry dates cannot ba used reliakbily
ler product authentication because
they can be copied by counterleiiers?
Bankmaotes, for example, have been
senaised for decades and are siil
wicely counterfeited. Of course, the
cosl asted 1o secure a banknote
3 far greater tham that of medicnes
However, wa balieve that some lessons
lgamed in tne Beld of high sacurity
documenis can contribuie o finding
sodutions (o counterlell phasmaceutical
products

g (INTERMATIONAL Pridrda i FUTICAL iOUS TRY

Visible (Owvert) or Invisible o
fhe Naked Eye (Coweri) Security
Features

Tradit anally, pharmaceulica |locom-
panias have added visible sscurily
leatunes (o thiair packageng to prevent
countarfeiting. These Include, fof
example,  holograms,  kinegrams,
emboasing, micro printing, maird o
spacial ink such as optical variable ink
However, [hase visible features only
provide manimum security and reguire
fraiming far  effective  authentication
Flg 1. By 1he same foken |‘..i_‘:|:|::||11|_:a_|1':,r

Figpee 1 Owerl secunty fcalurgs aoamples
(hakagram)

suddenly decides to discontinues
the wse of wvisible sSecurity leaturas,
consumears might mistake a genuing
product for a faka

Today, counterfeiters have the bes
printing eguipment and componsnts
at iheir disposal in order o parfecthy
replicate the wvisual aspecis of a
packaging, including s visible
auvthentication leatures. By contrast,
the use of “covert” features — security
features that are invisible to the
naked eye - provides a higher level
of security. For example. “good®
counterieit banknobes always includea
a replication of the wisible security
features, but rarely of the imvisible
ones. To prevent  leaks,  however,
covert security features should never
be disclosed, These lealures should
cnly De shared with a8 imited number
ol trustworthy parsons of the branded

manuiacturing company, an approach
that resinicts Conswmarn accass
Anti-counterfeitimg  lilerature  also
suggests that a specialized scanner
ar a dstinciive analysis is required
n order to idenfity cover securily
ledlures, making tha “genuine-or-
fake” werification a costly and lime-
cansurmeng process. Howewer &2 in
other indusines, the digital or soitware
revolution has opened up new and

exciting possibilites. For exampla,
the Crypicglyph®  on-packaging?
{e.g. folding bDoxes, blster packs
labals) achiewes imvisible protection

Dy usIimng normal visibee ink or varnish
Fig 2 Digital secunty features simply

require an ofi-the-shelf office fatbed
scanner or an iPhone 4 smartphone
device 1o perlam a "genuina-or-jaka”
varification. In this case, the cover
feature scanner can be purchased
an the consumer selectronics markes
armpwhiere, while proprietary hardware
ia the rule when security substances,
taggant or dedicaied imisible opbcal
edfect ara usad.

Heplamr‘g seCcufily  consumables
with software has also had a significant
impact an the cost of emplamanting
an anti-counterfeiting programme o
ruili-brand companias wsing multiple

production  planis.  For  exampla,
whan using security consumables,
It 1% necassary 1o provide the

various production plants with the
right Quantity of security features in
refaion 1o the number of packaging
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