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Introduction
hisarticle investigates the latest security
technologies available to branded phnr-
mineenticnl manufactuning companies Lo
wirify the authentizity of medicanes. The

sidering the cost of the technodogy feature itsell
and it= nntiormwide oF worldwide deployment
This article presents the Intest pharmacesti-
cal anti-counterfeil technology developmenis
and describes different eriteria which wall help

pharmaceutical authors angue that while serialization in phar renders select those that best safeguard public
brands and miaceutical and medical device packaging may safety and the integrity of valunble pharmaceati-
products. be approprinte to dentify or recall medicines cal brands and products,

with manufacturing or distribution problems,
i cannal prevent Uhe introduction of Ealsified
miedicine into the legal supply chain. By contrast,
thie muthors contend that, in order to increase
reliahility in the supply chain, digital suthen-
teation technologies thal incorporate cover
limvisible! security features provide a higher
lewal of secuirity than those with avert (visible)
leatures; are easver and more cost-effective to
deploy than theas based on consamahbles; do
nat require any specific training, only a step-
by-step process; and are more reliable than
human =en=ory perceplion-based venfications.
Thearticle inally forecast s that while the newly
adopted European directive 200 1GEEL call=
on pharmaceutical companies and any aclors
involved in the manulfacturing or distribution
of medicinal preducts to verify the authentic-
ity af medicines,! innovations in amart plone
technology, including better imagpe capushdlities
and increased computing power, will sccelerate
the nioed to develop a suitable, easy-to-se, and
reliabie produst authentication process at the
patient level

‘When looking at the product security market.,
there nre more than 100 security techmologies
(holograms, digital watermarks, DMNA Lagganis.
seralization, ete.) used to combat counterfeit-
ing of primary or secondary packaging and of
salid or flexible components, such as liguids,
powders, and tablets. For a branded pharma-
ceutical manufacturing company, however, it is
challenging to understand the soope and role of
ench of those ll.'l.'l‘lrllilll'lﬂll‘:.'\-.I.'HPL"L'I{IE."'.' when con

Answering a Basic Question:
Should We Leave it to Patients to
Identify Counterfeit Medicines?
This guestion is a very topical issue both in de-
veloping and in industrinlized countries, becnuse
consumer gonds, including medicines — natably
those not reimbursed by health insurance com-
painios and those [aued without a prescription,
e L, Over The Counter (OTCY, nre increasingly
purchased vin the internest, However a atuidy
carried out by the European Allianee for Acpess
to Bafe Medicines found that 82% of medicines
ordered on the internet were substandard or
evunterfet, Of these, 88% were anlicensed imi-
tations and the rest were counterfeit branded

medicines,”
The guestion therefore mrises me to the
patient’s respongibility in determining the

muthenticity of medicines. Today, o number of

track and trace applications {e.g., serialization
bar eodes, HFID Tagging. ate ) are ased in the
pharmupceutical industry to prevent falaified me-
diginal products from entering the legnl supply
chain. Acoordimg to the Workd Henlth Organiza-
Lo, “These invelve assigning & unbgee identity
to ench stock unit during manufscture, which
then remaing with it through the supply chain
until its consumption.™ Uzing any cell phone, a
patient can identifly and send the unique serial
number printed on secondnry packaging via SM3
ekl message to o central database, The serial
number i= then sutomatically conlronted with
n froe or already used position. The dingnosti
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will be “authentic™ if the number was never seni before or
possibly “fuke” if alrendy checked, If the outcome s “fake,”
the secondary packaging {8 either a counterfeitl or o second
uee off the sraginal packaging, filled with highly prabable fake
medicing

With this technology, the patient is given full responsibility
Torvenfang Lhe authenticity or not of the medicing. The suceess
ol this procedurs must first rely on acoees (o and utilization
ol mohile nuthentication devices, which could be problematic
for olderly patients, people with metor restrictions, or who
are visually impaired, and patients affected by socis-euliural
and emonomic inequalities, for example, It {2 then based on
the impossibility of transferring the veriflcation process Lo a
peewdo-server in the hands of counterfeiters. [n other words,
Man-In-The-Middle | MITM) attacks. Finally, it depends on the
relinhility and aceuracy of the written code sent by the patient
vin text mesaage, provided that patients systematically check
the serial number position. If not. genuine positions remain
unchecked and vulnerable tocounterfeiting, Given these risks,
patients should niot bear the responaibility for uneeveruge ake
mndicing

What is the Drug Manufacturer's Role in
Verifying the Authenticity of
Medicinal Products?

The next guestion arises as o the drug manaficturer's lability
in Lhe event of o “Talse positive.” A fal=e positive oocurs when
a counterfeit medicine ls authenticated as genuine by the
verificalion process. an outcome that might in turn afect a
patient’s health. It is quite sasy to imagine how such a false
positive eould be generated with this seral number verlica-
tion: a bateh of penuine medwine 13 hyjscked somewhers in
e supply chain and while the genuine tablets nre removed
and sald in bulk, the genuine packaging i= filled with fake
miedicine. O imagine the following scenario; leaks, cormupl or
coreed] plavers in the supply chain create faks replications of
medicine. [n these coses, ke medicine will be nuthenticated

@ genuine and inodvertently reach the patient

Clnims= that trecing the secondary packaging of medicine
all along the supply chain - in other wonds, creating its e-
pedigree —would prevent counterfeited medicine from entering
the legitimate sapply chain, are onee again highly unrealistic
No major European pharmaceutical industry player Loday
wiild vote fur such a complex trocking nnd trncing solution,
becanse it would reguire® .. major packaging line changes and
investments " and true interoperability between medictne
manufaciurers, wholesalers, and prescription deliverers. Al-
though creating an epedigres does provide valuable data on
the history of 0 particular batch of drugs, it does not prevent
froudulent playvers in the supply chain from substituting
genuing products with fakes and patients from purchasing
them in turn.

Cine possible solution v eombating counterfell medicines
lieg in the newly adopied European directive 201 L65EL,
relating o medicinal products for human use, ns regurds the
prevention of the entry into the legal supply chain of falaified
miedicinal prodiscts, Thiz directive clearly states that, for the
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purposes ol patient safiety, the *manufscturing authorizstion
halder™ =hall:

= verily the authenticity of the medicinal product

s jdentify imdividual packs

* verify whether the outer packaging has been tampered
with®

To this end. the Evropean Parliament and the Council are
cnlling for mew measures, induding the introduetion of safety
features on indivedual packs ithese features will be decided
al & later sLmpe 11:'.' thie Commission, via dl-_l-]uguuq] ncts b nned
stricter males on inspections and conbrols of all actors inveboed
in the manufacturing and supply of medicinal produscts,
among tihers. Per the Directive, focusing on authentication
features rather than identification means could be the nght
industry-affordable answer to detecting counterfeit medicines,
without having vo rely on the hypothetical interoperability of
non-tompatibde nutomated processes and ways of producing
meedicine by the various pharmaceutical industry players.

Identification and Authentication: Two
Problems that Require Adapted Solutions
The original goal of batch or individual serialization was o
manns 0 identify and recall medicines with manofscturing
o distribution problems. Although integral to patbent safety,
trving Lo change the primnry purposs of serialization inbo an
authentication process is problematse. Logistically speaking,
this technology forces pharmaceutical companies to print a
vistble linear bar code on the packaging or lakel, which can
sume:limes be dilficult given the variable gize of the printable
aren and the eode'substrate contrast. In addition, inspections
andd controks must be place to ensure that & anigue code s
applied on sach individual pack or label. Moreover, serializa-

L requires sdaptive hardware, software, amd skills

In the case of authentication, there are many security
features available o brand owners and manufaciurers ca-
pabde of detetting counterfeits, not only with primary and
secondary packnging, but alse with dosage forms. The most
efficient features are coverl ar ivisible to the noked eye
According to the World Health Organization, *The purpose
of & covert fEature is to ennbde the brand owner o dentily a
counterfeited product, The general public will not be aware
of its presence nor have the means to verify it.™ These secrat
of coverl procedures are widely available wday and inelude
invizible printing. embedded images, and digital watermarks.
tr mume & foew. These methods can help detect counterfeits
by means of regular sample contrals carvied out at different
points in the supply chain, even in the case of consumed o
recovered packaging wasta,

Zome methods combine & human visual inspection with
a devics, such as the Raman Spectroscopy analyzer, which is
capalle of knulyzing raw materials in medicingl asd lonshed
products, then comparing them with the analysis result of the
correct chemical combination stored in the deviee. However,
thisdevice may cosl doeens of thowsands of dollars and require
some Lraining ko properly manipulate. In addition, only a few
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produce the part.

analyzers are generally available within a given company mt
a given time, forcing the manufactorer to send the suspected
product 1o & dedicated lakb,

UM ber more cost-effective, vet reliable technotogies invalve
embedding an invisible marking cn primary and secondary
paickaging using regular visible ink and standard printing
processes, without having to change the packaging design or
flaw of production.’ Another option involves using the intrinsic
mibro-differenoes prosent in s cavity mold® commonly wsed to
creaite vials or medicine containers, capturing an image of the
random pattern. and then stoning it in a database « Figuwre
I.” In either cnse, the brand cwner or manufactorer simply
scans the item asing a fathed office scanmar or an iPhoned
smartplone b receive a “genuine-or-fake” autcome,

As a consequence, while serialization may be appropriste
o identify hasic frnudulent netions, such as extension of the
exparation date or market diversion, it i= not suitable o deter-
miane the iIIl||'|I:'II'|IE'.|.} of & rvedictne, As We can S, l.'|1l.=|.'|-|.||||.'
A batch of drugs not squipped with relinble puthentiestion
fentures could prove costly, sometimes requiring a chemical
nnalvsis of the substance in question. Using ind wstry-auitalle
inviaible authentication securily technologies instead can
Ltherefore help increase the number of controls ot o very low
cost and prevent the intreduction of falsified medicing into
the legal supply chain

Can a Visual Inspection of Pu::kz:fging
by the Human Eye Help Identify
a Well-Made Counterfeit?

Nothing looks more hke o real medicine than o “well-made”™
caunterfivit, which iz sometimes virtually indistinguishable
from the original

This fisct i= particularly problematic for customs employees
and other players in the supply chrin, whose job consists in
rending or visually inspecting a packaging, whose different
elementa may or may nol be corvectly replicated by counter-
Festers. Bome of these systems convert the object into m 30
representation displayed on a compater sereen, Understand-
ably, it would be challenging for anybody, even for customs or
logistics em plovees Lo detect a real medicine [rom a fake. 11 is
an either-or situntion: either the replica is =0 poorly done (fake
brand nams, spelling mistakes, or ather omissions) that there
5 na need 0 access the |.u1l.'|'.:u."|.|||." infarmation 1o determine

Dmtaile ol & molded clhiure ol 8 medicing jar shirwing microscapic differences. rregularities ganasatad By the de cavaly used 1o

that it is & counterfeit, or the replica is so well done that the
visual inspection will lead tothink that the prekaging contains
real medicine. A visual inspection of packaging by the human
eye is unrelinbkde in identifving counterfeits

Visible (DOvert) vs. Invisible to the Naked Eye

{Covert) Security Features
Muany pharmaceatical companies have added viaille security
features to thelr packaging to prevent counterfeiting. These
include holograms, kinegrome, embossi ng, miers printing,
moire, or sperial ink, sech as optical variable ink, (o name a
fiw, However, these visible features only provide minimam
mecurity and require training for effective authentication, By
the same token, if o company suddenly decides to diseontinue
the wse of visible security features, consumers might mistake
a genuine product with a fake.

Today, counterfeiters have the best printing equipment and
componenis ot their disposal in order to perfect |y replicate the
visual aspects of & packaging, including its visible authentics-
tion features. By contrast. the use of “covert” fientures
rity leatures thot are invisible to the naked eve — provides a
higher level of security, becauss counterfeiters will be unable

RECIE-

to identify the presence of such leatures. For exnmple, “good
counterfeit banknotes always indlude & replication of the vis-
thle security features, but not of the invisible ones, However,
to prevent leaks, covert securily features should never be
dizclosed, These features slvould only be shared with o limited
number of trustworthy persons of the branded manufacturing
COFPATNY.

Anti-counterfeiting literature also suggests that o special-
izpd seanner of a distinctive analyvsis is vequired in order to
ilentily eovert security features, making the “genuine-or-fake”
verificntion a coetly and time-consuming process. However,
ns in ather ind wstries, the digital or software revolution has
opened up new and exciting possibilities. A= we have soen, it
1= nonw possible to print digital securty features using normal
visible ink or varnish on primary or secondary packaging
ie.g., folding boxes, blister pucks, labals) i achieve invisible
protection. In addition, these digital secunty features can b=
verified by means of an off-the-shell office fathed scanner or
an iPhoned smartphose device. While covert (hidden ) fentures
have traditianally required specialized knowledge, features,
and means to verify them, dreg manufacturers can now have
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their printers or suppliers print invisible markings on primary
and secondary packaging without using special inks, as well
as perform product authentication wsing readily available
conEumer electronies - Figure 2

Ingital solutions for product nuthentication also have had a
significant impaet on the cost and wait tme of implementing
an anti-counterfeiting program for moli-bramd CINIT LT e
using multiple production plants. For example, when deploy-
Ing &n anti-tounterfeting progenm, it s necessaTy tis provvids
the various production plants with the right quantity of items
in relation to the number of packaging elements Lo prodwee,
plus extras lor the overs. 1T poorly monaged, this procedoums
can encourage theft during transportation and misuse of the
meers o produce counterfeits. The use of security components
alsecan allect the packaging printing equipment if specinl ink
18 used or if extra fentures such ns hologrames or taggants are
inserted in the production run. By contrast, digital securits
fentures using normal ink will not alier the printing process or
pradietion spesd: Lhis 1= an imporiani cost-saving benefit.

Human Sensory Perception-based
or Machine-based "Genuine-or-Fake”
Verification

When selecting n security featume, it is not only important Lo

nszoEs the cost l-fill.lﬂ.'ll.'ln-l.'.'|:|:||i1.'|'.|l.~1|I:|‘.|l.-:||.,'.:In'.-|:-'.1l-:|-:-|:-|l|'-'|:|l.':||I
amdl management, and resistance to replication, but wlso how
i “penume-or-fake” verifcation is performied,

In this case, the various anti-counterfeiting features can
| Fll:ll.'l'l'l 1N LW :'|L||i."| CALBPEGTEES

* Jeatures which use human sensary pereeplion

* features which are machine-rendable

When using human sensory perception-bassd verification
ivisual, tactile, orall, a person will be required to undergn
adequate training toe be able to distinguizsh s genuine security
leature from a [ake replication, when displaved aide-by-side.
By cantrast, when using machine-based verificntion, o person
willonly be required to follow a step-hy-step process. [Tproperly
described, the latter can be performed by anyone without any
specibe knowlbedpe or treining

As mentioned parlier, other visual features inclode the
ghape of the packaging and cther printing details that eoun-
lerfeiers may nol have identifis] A discropancy betwesn a
genuine pack and a counterfeit can also be identifed with the
help of & detailed deseription, storsd in and provided by an
online davabase, But this data can only uneover counterfeits
unitil attempts are made to remeedy these discrepancies

So.anim poriand questEIN AF1EeE A8 Lo L oosl of pl,l:|'||r|;||i|-|;.:

a machine-readable “genuine-or-fake® verification. Becnuse

some existing digital authentication processes Uee off-the-shel
alliee sanners or iPhone-like deviees to verify the authentie-
ity of the pnekaging components (folding box, blister |'_|;|_,;'1: ar
label |} amd beeause these suppli=s are often part of an ofic
eEling, perlorming a machinesreadable verification using
digital suthentication propesses result in virtually oo added
ensts to the branded -'||_||:|||||':.||_-'| UFINE COrmipany.

Local vs. Remote Verification Process
In order to perform a “genuine-or-fake” veriflcation, thers are
two distinct methods: a ||rq_'.-|| [PrisceEss usang the .'||'_||:-r\-'.-|:-|'|:|.||'
hardware or 4 remede ientification using an anline serves

J4) B

"I:‘l} . Tdom

Figure F, Exampls of a microscapic decad of irvisible micro dots primied on the PACKIGNG Thus genaraling a unifques patiern thel dendifies

the product & gending
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Local verification could be seen as advantageons a8 it does pod
require any data connection. However, in the case of covert
securly leatures, using a local veriication process reguines
that the equipment be rid of sensitive information, which, if
:-".llli-"'r!l, eould fall in [i‘nl |'|:3I"||:|h afl |_'|||,|r|'|-|lr'|.|;l|l;|;lr\- B_'\- I_hl_- HAmE
taken. if the pharmaceutical manufaciuring company nesds
1o carry oul venfications at multiple lomations, it will need to
]'la'l'-"l'lhl'-‘ll'll'll'l'llllr'-llﬂ'l.'l'ql.-lllil'l'ﬂ.'l'lt.Pll:-'- |l:|l.-‘.|'-.1||||r'|r.:.:|:||l| e ot
maintenance and calibratbon onsite. These added costs should
nirl be nsglected, especially when taking into seeount employes
turnover, nnd squipment upgrades and refills

Hecause internet and mobile connections are widely avail-
able around theworld today, o sescurity leatures snabling remote
“renuine-or-fake” verificntions vin a central secure server s
a major advantage. A remote verification process not only
eliminates the need to share pensitive information with the
aperalor, bul also ennbles consolicdation of all the verifeations
performed waorldwide, thus fecilitating the detection of any
correlation between wartous fravdulent sources within the
sipply chain. As for all criminal acta, the (JUiCkET Fou WHCHvEr
them the more vou wre well positioned to identify the criminal
ROUEDE B St it

Security Level and Protection Against Leaks
A recent FIIA report'® shows that organized crime is active in
counterfieit medicine, as this industry represents a very lucra-
tive and less risky criminal business compared Lo others. The
e o corruplion and coercion is there fore seemingly prevalent
lo obLain secarity features or programs. An important ques-
tion then arises as w the I'HJ|'|'|.I:1.-'| il |gl|||_|||,- .;|p||,| UM Pa TS
that should be involved in the security chain. In the case of
consumable serurity elements, suppliers are invelved in the
sprurity chain an o recurring hazis, exposing the pecipient
company te thelt or miswse of the overs necessury b produes
the secure packarng Conssqquently. the bess suppliers nre
invilved in critical security element=, the less leaks.

Web-based Secure Server Solutions
There are two fundamendal ways web servers con be used. The
first approach consists in using the server as a data repository
system. This method i used todetect the diferent anti-counter-
feiting features used in a Even paackaging or production batch.
For example, the IPM system - Interface Pablic-Mombers of
the Werld Customs O h'|[.|'II'|'.II11 ion!'-i=a EECLIFE ORI CATIGN
toal for the exchange of information between Right Holders
and customs administratone. By using the 1FM system, fekd
tustams officers hove apoess to the “genuinsfake”™ datnbase to
check imported ponds for counterfisite

The second approach wses the secure server o analves
different parameters of a packaging in order to automatically
sy its authenticity' using n digital image captured with a
regularoffice sranner, a digital camera, or sven a smariplone
devics,

[n this case, the secure server is nlso capnble of managing
the deployment af anti-counterfeiting features. Because theae
fentures are lh;,'ll.'l| elements, there 18 fo need to involve md-
ditional securly supgliers in the security chain. The branded

Anti-Counterfeiting Technologies

pharmaceutical monufacturing company has in tarn full con-
trol ower the generation of digital security elements and can
allocats individual profile and password authorizations online
to antomate “penume-or-fake™ verification:s worldwida

This second approach appears to be the best protection
aguinst leaks, especially if very few high level emplovees are
authorized to access eritical security elements, such as an
encryplion key or security patterns, The security elements are
then digitally routed via encrypted and secured dotn networks
ta loeal markets and their related production plants

LM course, coats relnted to software licenses and sallwars
customization for the deployment of the application within
an existing information technology envirenment, as well as
rovalties, have to be taken into consideration. Howewer, il the
web-based svstem is well conevived, soeess 1o a free Intermne
browser should only be netessary to use it. This approach
also frees very large organizations from having to perform
eomplex computer valudation processes while updating kocal
Pis with new pieces of software and. in turn, from disrupting
||‘|I' FlTl'.i.‘ll.Il.'I:il.l\n ||F ."l1-|_l-|i||_'||'.|¢l:1_

Could Smartphones be Used to
Uncover Fake Medicine at
Various Stages of the Supply Chain,

Including at the Patient Level?
Smartphones ore continuously evolving with mersasesd une-
Lionalitves and computing power, a8 well as imape and video
capnhilities, Smartphones can therefore benefit the develops
ment and expansion ol digital suthentication features hased on
invigible marking. allowing maobility and “on-the-0y° penuine-
arsfnke verificatian - P.IJ_-'|rn' o, El1l'.~'ve".'-r.-r, thesr pdvimeements
do nnt mean that mobile verifications should he placed in the
hands of patients, because of varicus unanswered guestions
rivisexl at the beginning of this article.

First, it iz totally differest to equip an emploves of the
branded manulacturing company with an iPhoned and the
appraprigte application than to make this application readily
available online. Indeed, consumer equipment is often in very
peor condition: dusty camera optic, partly dnmaged sceeen, or
poir confeclivity By the same token, il an anti-counterfeiting

Figure ¥, Smartphone genuirs-od-lTaks verificaiion sxample.
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solution goes public, it 18 necessary o understand that i also
will be available to the counterfeiters themselves. In this
case, slncl verification processes should be in plece to detect
attempts to tamper with the supply chain

Tedaw, the internet suffers from the et that security
elements were not considered ot the eorly stages of its devel.
opment. Indeed, the internet's original users were edscated
srientists whose minds were simply nol atluned wo s pos-
aibde frandulent uses This mistake should not be repeated &
palisnts or consumers are one doy given the apportunity to
perform product authentication

Im the interim, it might be interesting Lo mvite frequent
medicine consumers, who might not et reimburrasd or might
wlopt a consumer-like attitode woward purchazing drags, o
test mohile verification, provided they are monitored and
l.'l.|l.|'.|.'l|.'l:1] with devices in pood working condition. This study
would allvw a select number of consumers to perform and
possibly legitimize the use of mobile verification in combating
counterfeiting, The resulis from this firel stwdy also would
allow Lo fine tune Lhe service wod extend it Lo o larger poal of
LIHETH.

Sewveral factors, such as the inereasing use of srmartphones;
changing medication refund policies; the aging of the world
population: the IJ.II:"-'E'|LI|.1ITIE'TI.|. ol online commercial sites; and
thee redwction of door to door shipping eosts will all accelerats
thee need to developn switable, easy-to-use, and relinble product
muthentication process at the patient level

Summary

The following summarizes the key poants made in thi= ar-
ticle

& Patsents shoukd not bear the responsibility for aneovering
fake medicineg

* Pharmaceutical companies and any adors invelved in
the manulacturing or distribution of medicine products
should oversee and manage the authentication process of
meedicinal producta

* Seralizatbon and e-pedigres cannol prevent the introduc-
tion of falsified medicine into the legal supply chain,

* |dentification and authentication are two different problems
that reguire adapled solutions.

& Coverl linvisibde to the nnked eye ) security features provide
higher security compared to overt (visible) ones

* Digital selations for product authentication are easier
fw=ter and morecost-elstve lode ploy compared tosecarity
consumibde-based solutions, especially when considering
lnrge production volumes,

* BMachine-readable security [atures are more reliable for
authenticating penuine or fake items vompared Lo human
sensory-based features, as no specific know ledge is required.
anly & step-by-step process that, if well deseribed, can be
performed by anyone,

= Hemote online verifiention using a web application does
nit require specific software at the verification side, only a
froe intermiet browser This u].||:lr'|.lu.-r|| will rediace the fsk of
leaks, eapacially iMvery lew people are involved in managing
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the sensitive security dats eloments

Future dirvelopments in the smart phone indust oy, induding
bertter image capabilities and increased computing power,
might aceelerate the need todeve lop a suitable, ensy-ti-ugse,
andl reliskle product authentication process at tse patient
leve]
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