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Description
INTRODUCTION

[0001] The present application concerns the visual
identification of materials or documents for tracking pur-
pose.

STATE OF THE ART

[0002] This patent addresses the problem of counter-
feiting, tampering and traceability. Each of these three
security issues are generally addressed using a specific
approach:

*  Forcounterfeiting, approaches are based on special
markings (like holograms, DNA codes, optically var-
iable inks, Cryptoglyph, etc) where the operator
checks if the marking is there or not. Such solutions
are useful mainly against counterfeiting (and tam-
pering in some cases) and their security solely relies
on the complexity to counterfeit the mark.

* For tampering, solutions are either based on a re-
dundant encoding strategy or on a tamper evident
approach. Redundant security is based on a double
encoding of critical information (like the name on a
passport which is also encoded in the attached mag-
netic strip or the hash of a text which is printed on a
document which should not be modified). Tamper
evidence can also be achieved using various phys-
ical or chemical means which enable to detect mod-
ifications performed to a document or to a package.
Such means include special paper treatments which
enable it to be immediately colored by solvents or
ultrasonic detection systems which are capable to
detect an overlay of a thin piece of paper.

* Traceability is achieved using a unique identification
of each item. This type of system typically uses a
central database which maintains a record of infor-
mation for each numbered item. It should be noted
that unique identification potentially enables to ad-
dress all security issues like counterfeiting, tamper-

ing

and diversion. The following section details the state of
the art of this approach For carton and paper application,
unique identification is often performed by ink-jet printing
(DOD or continuous) of an alphanumeric string or a bar-
code.

[0003] In the case of tampering detection, the goal is
to guarantee that data printed in clear text on a document
has notbeenillegally modified (for instance a check value
is increased). One simple way to reach this objective is
to uniquely identify the document (using barcode or hex-
adecimal string) with an identification number printed on
the document. This number gives access through a look-
up table to the data also printed in clear text on the doc-
ument. It is then possible to check if the data printed on
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the document matches with the data stored in the loop-
up table (Optical Character Recognition may be used for
automating the comparison process). There exists many
way to implement this idea for specific problems, for in-
stance a solution for integrity check of identity documents
is described in US6920437, another for passport docu-
ments is given in US6565000.

[0004] Traceability is particularly important for finding
parallel import of goods, but also for other security pur-
poses, in the following we choose to focus on the specific
diversion problem for the sake of clarity. Unique identifi-
ers for each package sent to a given country A and by a
given distributor, are listed in a database. In case of gray
market, the good is re-imported in a country B. By using
this code it is then possible to trace back the origin of the
good. A particular system architecture (comprisinga cen-
tral server, database and client applications) of such an
approach using central database is described in patent
US6922687, another system architecture is given in
US6547137 (where the identifier is printed on a label at-
tached to the product). For the pharmaceutical industry,
this solution can also be implemented by marking the
identifier directly on a label or a pill as described in
US6776341. For the electronic industry US6629061 de-
scribes a solution where the identifier is printed on the
circuit board and embedded in the memory device (an-
other approach for fighting gray market in this industry is
given in US 6459175 with power supplies). For the cloth-
ing industry, US6461987 describes a solution where
unique identification is obtained by the means of micro
label strips.

[0005] In the case of counterfeit detection, identifiers
of all the produced packages or documents are kept in
a central database. For each product it is then possible
to interrogate the database and know:

* If the identifier belongs to the database. If so, then
it is the proof that this is a valid identifier, i.e. it has
not been invented by a counterfeiter (identification
numbers are randomly chosen using a secret algo-
rithm).

* Ifanotherrequesthasalready been sentforthe same
identifier. If so, it would prove that several counterfeit
copies of the same product are circulating.

[0006] Some of the patent applications listed in the
above section on traceability also describe solutions for
counterfeit detection. Hence, counterfeit is also de-
scribed in US6776341 (using labels, as described above)
and US6461987 (using micro label strips for the clothing
industry, see above).

[0007] The marking of the code can be performed ei-
ther by means of printing or engraving as described in
US6706314 (in this case a laser can be used for reading)
for traceability and anti-counterfeit applications. It can
also be used special light sources with material reacting
to specific wavelengths. Although this approach is gen-
erally more used as a yes/no answer (since it is capable
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of generating a very limited number of different identifi-
ers), patents US6384409 and US6030657 (where the
material is a biological marker) mention fighting gray mar-
ket using this approach. The same stands for the analog
magnetic reader described in US5975581.

[0008] The unique identification method described
above is therefore a powerful approach that enables to
solve three different security issues: tampering, tracking
and counterfeiting. So far, we have investigated only
unique identification relying on a marking of the product.
There exists also a totally different approach enabling
unique identification without marking (both approaches
are described in Figure 1).

[0009] Indeed, itis also possible to measure precisely
some features of a document or product and use it to
characterize the product uniquely. For instance, Ingenia
Technology discloses an invention where the micro to-
pology of carton and paper is measured using a coherent
light (typically produced by a laser) and used for unique
identification purposes in GB0418138.4, GB0418173.1,
GB0418178.0 and GB0509635.9. This technology may
be directly embedded in printer devices (as described in
PCT/GB2005/000903). This technology can basically be
used on any chaotic surface, using an array of laser
sources enabling to probe the material surface at various
incidences (as described in PCT/GB2005/000922). A
similar approach was also described in application
GB2221870 from De La Rue Company Pic, where the
scattering of a coherent light was used for detection. An-
other solution is described in US6584214 by the MIT
where the whole 3D chaotic structure of a material is
used to generate a unique identifier. The 3D structure is
acquired using devices which are based on coherent light
(for transparent material) or ultrasound and X-rays (for
non-transparent materials). Another approach using ul-
trasonic measurement is described in US5454045,
where features (either macroscopic or microscopic) are
measured inside a material, stored and subsequently
compared with new measurements for match test. How-
ever, all of these approaches use specific acquisition de-
vices in order to ease the detection of unique features
required for unique identification applications. The cur-
rent application describes solutions for using standard
imaging devices.

[0010] In published patent US20050075984 (also in
US20030014647-A1 and US20030712659) an original
method based on random set of micro bubbles inserted
in a transparent medium is described. The detection is
based on measurement of shadows and reflections to
determine a unique signature for each set of bubbles.
The transparent medium is then physically affixed to the
product or document to be identified. This approach is
unusual as it is somehow between the two processes
described in Figure 1: on the one hand it is an analog
random process but on the other hand it requires to be
physically applied on the product which is conceptually
the same approach as printing out a serial number.
[0011] Another family of solutions is based on the cre-
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ation of a digital signature using the random and chaotic
nature of materials. Such a digital signature can be used
for authentication purposes, for encryption purposes or
for tampering detection. Applications related to authen-
tication are for instance disclosed in PCT/BY99/00011
(where the signature is encrypted and printed on the ma-
terial itself). Two patent applications disclosed by the
company Signoptic Technologies focus on the genera-
tion and use of a digital signature using material micro-
structure. In document W0O2005/122100, different appli-
cations are described where the signature is used to en-
crypt data. The document WO2006/078651 focuses spe-
cifically on signatures obtained from fibrous materials for
authentication purposes.

[0012] However, those approaches do notaddress the
so-called mass-serialization application. This strategy is
used today in many industries and consists in individually
marking each product which enables to track of each of
them. Such marks typically represent variable barcodes
or alphanumeric codes which are digitally printed (using
Drop On Demand on continuous inkjet) or engraved (us-
ing for instance laser marking). The solutions disclosed
in the current application enable to provide all the func-
tionality offered by mass-serialization but without the
need of any marking, by only using images of their micro-
structure. It describes in particular solutions in order to
provide automatic high speed recording and identifica-
tion of products.

SHORT DESCRIPTION OF THE INVENTION

[0013] The invention describes how to perform a reli-
able identification of a product by uniquely using an op-
tical image of the microstructure of its surface. The ran-
domness of this microstructure, from one product to the
other is used to identify uniquely each product.

[0014] The identification is performed by a match be-
tween the acquired image and a database of previously
recorded images for the microstructure of all the products
of a given production line.

[0015] In the following, some cases of materials are
specifically analyzed but the described method is not lim-
ited to these materials and can be applied easily to other
types of materials and detected features for any person
skilled in the art of image processing and physics of ma-
terials.

[0016] The presentinvention proposes a method to au-
tomatically identify an object as defined in claim 1.
[0017] The main fields of applications of the presented
technology include tracking, identification and counterfeit
detection. Three versions of the technology are de-
scribed, each covering parts or all of the fields of appli-
cation:

e The first level is named "unique fingerprint" in this
document. With this technique it is possible to iden-
tify, to track uniquely and to detect counterfeiting for
some valuable item or document. This technology is
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based on the unique microstructure of the surface
of each item.

* The second level is the named microscopic finger-
print in the present document. With this technology
it is possible to detect counterfeited items but not to
trace them or to identify them uniquely. This tech-
nology is based on the microstructure of the object
used to make the item, for example a mould or an
offset sheet, depending on the material in which the
item is made.

e The third level is named macroscopic fingerprint in
the present document. This allows detecting coarse-
ly counterfeited items, such as fake medicines that
are sold on the internet. This technology is based on
the macroscopic structure of the item to protect.

[0018] Examples ofusage of this technology are watch
traceability and anti-counterfeiting, authentication and
anti-counterfeiting of paper document, label or package,
authentication of containers, retrieval of advertisements
innewspaper pages and soon. Itcan be used forexample
in watch industry, pharmaceutical industry, food industry
or newspaper industry and more generally for any indus-
try which requires identification of items without marking.
This technology has been named "fingerprint" as it is
based on concepts which are similar to those used for
the human fingerprinttechnologies. Infact, the inside sur-
face of hands and feet of humans (all primates in fact)
contains tiny ridges with furrows in between which are
unique for eachindividual. This is also true for the majority
of materials like wood, paper, metal or other coated ma-
terials.

SHORT DESCRIPTION OF THE FIGURES

[0019] The invention will be better understood thanks
to the attached drawings in which:

Figure 1: Two different processes enabling a unique
identification. Process 1: an analog random process
11 (like the microstructure of a paper) is digitized
with 12 and the resulting data is stored an unique
identifier 13. In process 2, a generator 14 provide a
digital random (or pseudo-random) value that is
stored as a unique identifier 15 and finally printed 16.
Figure 2: Picture a magnified portion of office paper
showing the important randomness of the paper
structure. The height of the picture is approximately
1 mm. The image has been processed to enhance
the contrast.

Figure 3: A portion of a metallic logo of a back of
watch. The height of the image is approximately 1
mm. The picture has been processed to enhance
the contrast. Picture was taken with an office digital
scanner at 4’800 dpi.

Figure 4: A portion of molded plastic. The height of
the picture is approximately 5mm. The image has
been processed to enhance contrast. Picture was
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taken with as scanner at 2’400 dpi.

Figure 5: A part of a printed area on a paper label.
The height of the picture is approximately 5mm. The
image has been processed to enhance the contrast.
Picture was taken with a scanner at 2’400 dpi.
Figure 6: A part of a coated dial of a watch. The
height of the picture is about 1 mm. The image was
processed to enhance contrast. Picture was taken
with a microscope at about 10°000 dpi.

Figure 7: Diagram showing how the captured data
can be increase to prevent possible false positive or
false negative detections.

Figure 8: Contours of the same text printed with in-
dustrial roto-gravure technology (scale ~1 mm
height) for two successive samples of the same pro-
duction batch.

Figure 9: Image of a uniform tint area of color printed
in offset (scale ~1 mm for image height).

Figure 10: Difference between structure of the chem-
ically engraved logo of two different watches from
the same model. Picture has been processed to en-
hance contrast. The field of view is of about 5mm
and the dpiis 4'800. 101 is the engraved logo of one
watch. 102 is the engraved logo of the other watch.
Figure 11: Picture showing how to retrieve the angle
of rotation of an item. 111 is the Fourier transform of
a specific item. 112 is the additions of the values on
an axis of 111 at each angle.

Figure 12: Schema of image acquisition with diffuse
light and 2D CCD. 121 is the image acquisition de-
vice. 122 represents the diffuse light, 123 is the light
box and 124 is the item to verify.

Figure 13: Schema of image acquisition with spec-
ular light. 131 is the image acquisition device, 132
represents the specular light, 133 represents the re-
flected light and 134 is the item to verify.

Figure 14: Schema of image acquisition with diffuse
lightand 1 D CCD. 141 is the item to verify, 142 is a
sheet of glass, 143 is a moving light, 144 is a moving
mirror, 145 is a fixed mirror and 146 isa 1 D CCD.
Figure 15: Picture of a coated dial observed with
specular axial light. Picture has been processed to
enhance the contrast. The field of view is about 2 x
3 mm and the dpi is about 10°000.

Figure 16: Picture of the same dial than in Figure 15
but taken with a 1D CCD diffuse light. Picture has
been processed to enhance the contrast. The field
of view is about 5mm and the dpi is 4’800.

Figure 17: Picture of a coated dial observed with
specular axial light. Picture has been processed to
enhance the contrast. The field of view is about 2 x
3 mm and the dpi is about 10’000.

Figure 18: Picture of the same dial than in Figure 17
but taken with a 1D CCD diffuse light. Picture has
been processed to enhance the contrast. The field
of view is about 5mm and the dpi is 4’800.

Figure 19: Schema depicting the difference between
the three levels of fingerprint technology. 191 is the
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axis for the technology, 192 is the axis for the dpi.
193 represents the macroscopic fingerprint, 194 rep-
resents the microscopic fingerprint and 195 repre-
sents the unique fingerprint. White area are bestarea
for the given technology whereas gray area are pos-
sible extensions of the area for the given technology.
Resolutions in dpi corresponding to each area de-
pends on the materials properties.

Figure 20: Picture of two different back of watches
that are stamped. The field of view is about 0.4 x 0.6
mm for a dpi of 10’837. 201 is the stamped structure
of one watch, 202 is the one from the other.

Figure 21: Picture of two different back of watches
that are brushed. The field of view is about 0.4 x 0.6
mm for a dpi of 10’837. 211 is the brushed structure
of one watch, 212 is the brushed structure of the
other one. Picture has been processed to enhance
the contrast.

Figure 22: Picture of cross-correlation of brushed
watches. The template is a picture from the same
watch than 211. 221 is the cross-correlation of 211
with the template and 222 is the cross-correlation of
212 with the template.

Figure 23: Picture of two different coated dials of
watches. 231 is the microstructures of the coated
dial of one watch and 232 of the other. Picture has
been processed to enhance contrast. The field of
view is about 1x1 mm and the dpi is 10°'837.

Figure 24: Picture of three different caps. 241 and
242 comes from the same mould whereas 243
comes from another mould. Picture has been proc-
essed to enhance contrast. The field of view is about
5 x 5 mm and the dpi is 2'400.

Figure 25: Pictures of three different labels. 251 and
252 comes from the same printer and the same po-
sition on the offset sheet. 253 comes from another
printer. Pictures have been processed to enhance
contrast. The field of view is about 2.5x2.5 mm an
the dpi is 2'400.

Figure 26: Pictures of uniform microstructures and
its Fourier Transform. 261 is a picture with uniform
microstructures. 262 is its Fourier Transform. The
field of view is about2.5 x 2.5 mmand the dpiis 2'400.
Figure 27: diagram showing the difference between
the stored image 271 and the acquired image 272.
273 and 275 are a logo or a macroscopic zone on
271 and 272 respectively. 274 and 276 are the mi-
croscopic zone of interest on 271 and 272 respec-
tively.

Figure 28: schema showing the different steps of im-
age detection. 281 is the location and rotation re-
trieval, 282 is the masking operation, 283 is the im-
age pre-processing and 284 is the image-matching.
Figure 29: Pictures of uniform microstructures. 291
and 293 are pictures without flattening. 292 and 294
are pictures with flattening. Cross-correlations of the
each image with the template (which matches image
294) are shown on the right.
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Figure 30: Diagram describing the detection strategy
progressively increasing cross-correlation sizes.
Figure 31: Pictures depicting the importance of pad-
ding disturbing elements to the mean value. 311 is
the template, without padding. 312 is another picture
matching with the template, without padding. 313 is
a picture from another item, without padding. 314 is
the cross-correlation between the 311 and 312. 315
is the cross-correlation between 311 and 313. 316
is the image 311 padded. 317 is 312 padded. Image
318 is the image 313 after padding. 319 is the cross-
correlation between 316 and 317. 3110 is the cross-
correlation between 316 and 318.

Figure 32: Scheme representing the transform be-
tween to spaces. 321 is a circular donut around a
point of interest. 322 is the donut in the transformed
space.

DETAILED DESCRIPTION OF THE INVENTION
MICROSTRUCTURE IMAGES
IMAGE ACQUISITION DEVICE

[0020] An image of the surface is acquired by means
of adigitalimaging device, which can be a digital scanner,
a digital camera, a mobile phone with integrated camera
(possibly using a special macroscopic lens), a micro-
scope, etc... Such device typically outputs a matrix of
values corresponding to a color component sampled
along a uniform orthogonal grid. The image acquisition
can be done by reflection or transparence, depending of
the product (paper, carton, metal, coating or polymer for
instance) and the particular properties of the material. In
the case of imaging by reflection, different types of im-
perfections may be imaged depending on the position of
the lighting source. The different lighting orientations can
be used to further increase the detection rate (successful
finding of a match with a recorded image) and decrease
the false positive detections (wrongly identifying a coun-
terfeit product with an image of the database). Different
light wavelength may also be used to acquire several
pictures of the same area (with same or different wave-
length for lighting and imaging). In particular objects may
be images in different color spaces which are appropriate
to highlight the microstructure (RGB, HSV, Lab, etc). This
application focuses specifically on the processing of 1
color, but all described processes can also be applied to
the case of object images acquired with several color
components. More generally, additional imaging condi-
tions may be chosen for a given imaged product if a risk
of false positive/negative is identified based on the im-
ages recorded in the database for the previous products.
A diagram illustrating this process is shown in Figure 7.
Similarly, it is also possible to systematically acquire sev-
eral images (or other parameters) for a given area and
remove, a posteriori, images from the database if they
are not required to avoid false positive or false negative
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detections.

[0021] The acquisition device should be chosen such
that relevant details can be seen. The diagram for acqui-
sition by diffuse reflection with 2D CCD can be seen in
Figure 12. The image acquisition device (121) can be
anything but a digital camera is a good candidate. The
item to verify (124)is putin a light box. The light box (123)
is used to diffuse the light (122). It can also be modeled
by an annular flash. This can reveal some interesting
details. In Figure 14, the diagram for acquisition by diffuse
reflection with 1 D CCD can be seen. The acquisition
device canbe anything buta scanneris agood candidate.
The item to verify (141) is put on a sheet of glass (142).
A moving light (143) and a moving mirror (144) are work-
ing together to reflect the light on a fixed mirror (145),
which reflects it on a 1 D CCD. This reveals other inter-
esting details. In Figure 13, the diagram for acquisition
by specular reflection can be seen. The acquisition de-
vice (131) can be anything but a microscope (either op-
tical or electronic) is a good candidate. Another possibility
consists in modifying a digital scanner, by moving the
CCD or the lighting part. The light (132) is coming from
a known direction and is reflected (133) by the item to
verify (134) in another direction that can be computed
with the Descartes Law. The Descartes Law insures that
the incidence angle is the same than the reflected angle.
This can reveal different details than the diffuse light. In
Figure 15 and Figure 17, the details of a coated dial of
two different watches are shown with specular axial light
atabout 10’000 dpi. InFigure 16 and Figure 18, the details
of the same watches are shown with diffuse light with 1D
CCD (scanner) at 4’800 dpi. It can be seen in these fig-
ures that for the first watch it is better to use diffuse light
as there are more details in Figure 16 than in Figure 15.
On the contrary, for the second watch it is better to use
specular light as there are more details in Figure 17 than
in Figure 18.

[0022] Finally, it should be mentioned that acquisition
device may be capable to produce images needed for
rotation/translation synchronization in addition to the im-
ages used for fingerprint. As is shown later in the appli-
cation rotation/translation synchronizations are typically
performed using images of the object that include with
specific feature points. Such feature points can be ac-
quired using imaging devices with large field of views or
by using motored multi-axis stages enabling to drive the
sample at precise locations.

RESOLUTIONS REQUIREMENTS

[0023] Itis basically possible to use any sufficiently ran-
dom structure to uniquely identify a product. In particular
it is possible to use the microstructure of a graphical de-
sign (in particular the barcode, text, logo, artistic designs,
lines, etc) printed on a product as a random identifying
structure (use of barcode has also been described for
counterfeit detection in US6869015, using a system
based on particles mixed with the barcode) or to use the
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microstructure of the underlying material. However, the
resolution of the imaging device should be adapted to
the characteristics of the microstructure.

[0024] An example of such a microstructure is given in
Figure 2. It shows the typical microstructure (the word
"imperfection" is also used with an equivalent meaning
in this document) of regular paper as seen with an equiv-
alent resolution of about 11,000 dpi, which corresponds
to a resolution of a few micrometers. In practice, it is
considered that for standard paper and carton, the ran-
dom structures have a size that rarely extends above a
few millimeters (however, some special material may
have much larger random structures or highly anisotropic
structure sizes). Typically, the considered structure size
will be below 1 mm or even below 100 um. Standard
imaging devices listed above can reach such level of de-
tails. For instance a 1200 dpi scanner can theoretically
resolve structures of 21 um. Other type of materials, like
polymer, metal, coating or glass for instance, may exhibit
different types of microstructures requiring either lower
resolution (and thus larger field of view in order to keep
the same quantity of image information) or higher reso-
lution. In Figure 3, the microstructure of a metallic part is
shown at 4’800 dpi. The size of the microstructure ele-
ments are about 47 um. The field of view is about 10mm
x 10mm. In Figure 4, the microstructure of a piece of
polymer is shown at 2’400 dpi. The size of the defaults
is about 349 um and the field of view is 50mm x 50mm.
In Figure 5 the microstructure of an offset printed label
is shown at 2'400dpi. The size of the defaults is about 42
um and the field of view is 2.5mm x 2.5mm. In Figure 6
the coated part of a dial is shown at 10’837 dpi. The size
of the details isabout 58 um and thefield of view is 1.2mm
x 1.2mm. For all these materials the details are uniformly
spread across the image. Thanks to some image
processing steps that are described in more details in
the next sections, it is possible to obtain a uniform vari-
ation of the microstructures inside animage. Furthermore
it was noticed that these microstructures were randomly
spread on the item. This insures randomness from item
to item.

[0025] Generally speaking, it appears that a resolution
of 2400 dpi or higher is often required to characterize a
unique fingerprint. However, some materials exhibit
unique fingerprints with significantly lower resolutions,
this is particularly common for textures which have been
designed, on purpose, with a noisy and variable pattern.
In the case of a microscopic fingerprint, a lower resolution
may be sufficient. Finally, macroscopic fingerprints can
be performed with resolution of 300 dpi or lower. Figure
19is the schema representing the different dpi necessary
foreachlevel of the fingerprint. The different technologies
are represented on the vertical axis (191) and the differ-
ent dpi’s are represented on the horizontal axis (192).
There are always gray zones and white zones for each
technology. The white zone represents the best dpi zone
for the technology whereas the gray zone shows up to
where it is possible to extend it. Unique fingerprint (195)
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has no upper boundary as the dpi to identify an item
uniquely depends on the size of its microstructures.
Unique fingerprint may also extend in some cases in the
lower resolutions area (like leather for instance and more
generally any natural material). Microscopic fingerprint
(194) and macroscopic fingerprint (193) are basically two
times the same technology. The only difference is that,
in microscopic fingerprint, microstructures are consid-
ered whereas in macroscopic fingerprint macrostruc-
tures are considered. An upper boundary is therefore
necessary because it defines the boundary between mi-
croscopic and unique and between macroscopic and mi-
croscopic. For the same reasons a down boundary is
also required.

MICROSTRUCTURE OF PRINTED PAPER

[0026] A particular type of randomness can be ob-
served in the contours of a printed shape or inside a tint
area or at locations where several colors are applied. For
instance Figure 8 shows the contours of text printed in
rotogravure technology and how they vary between two
successive prints. In this case, these contours have some
features which are common between two contours (like
81 and 83 for instance) but also features which are dif-
ferent (like 82 and 84). Common features (i.e. micro fin-
gerprint) typically have sizes that extend on a larger area
than different features (i.e. unique fingerprint). This
means in particular that contour matching can be per-
formed using high frequencies of the signal. The similar
large features come from cells location on the cylinder
and the variation between two prints comes from the tex-
ture of the paper and how the ink deposits on the surface.
[0027] More generally, the print randomness depends
on several parameters, including the location of the cells
engraved on the cylinder, the viscosity of the ink, the
printing speed and the micro structure of the carton, the
ink filling of the cylinder cells, etc. on one hand and the
ink absorption on the paper on the other hand. All these
parameters have an influence on the randomization of
the shape contours or tint area. It is this randomness that
can be used to identify individual products but also pro-
duction batches, individual cylinder used for production
or the printing works. It is also possible to deduce the
aging of the cylinder (and hence at which approximate
time a product was printed) from the images (for instance,
the doctor blade that pushes the ink in a rotogravure cyl-
inder progressively wears the engraved cells after mil-
lions of rotations). In particular, the common features of
the 2 images of Figure 8 come from the fact that they
have been printed with the same cylinder; another cylin-
der engraved with slightly different parameters would
provide substantially different contours. All these tech-
niques are not limited to rotogravure and also applied to
any printing technology. Another example is shown in
Figure 9 with a tint area printed with industrial offset (the
original image was yellow and was later processed to
enhance the contrast). The image is clearly not uniform
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and will always differ between two different prints.

RANDOM MICROSTRUCTURE OF OTHER MATERI-
ALS

* Microstructure of chemical etching

[0028] For example when a logo is engraved at the
back of a watch, it can be done chemically. So each en-
graved logo is unique as it can be seen in Figure 10. 101
is a part of a chemically engraved logo of a back of a
watch and 102 is the same part of the same logo on
another watch of the same model. This is an example of
unique fingerprint. Chemical etching is usually done on
metallic surfaces but can also be applied to any other
material.

* Microstructure of stamped material

[0029] The back of the watch can also be stamped in-
stead of chemically engraved. For this kind of material,
the field of view of the acquisition device should be much
lower than in the preceding case for the same dpi. If the
field of view is not little enough, it will only be possible to
distinguish the stamp used to stamp the surface. But it
is shown in Figure 20 that with a sufficiently big ratio
between the dpi and the field of view, it is possible to see
differences between the two items. Here the field of view
is about 0.4 x 0.6 mm and the dpi is 10’837. So the ratio
is about 25’000. This is an example of unique fingerprint.
Again, stamping is usually done on metallic material but
it can also be done on any other material.

* Microstructure of brushed material

[0030] Another standard surface finishing is brushing,
typically on metallic surfaces (like watch case for in-
stance) but brushing finish may also apply for many other
materials. Again the ratio between the dpi and the field
of view has to be high enough to see details. In Figure
21 itis difficult to see the details to the naked eye because
the brushing is very present. But the microstructures are
here. It is shown in Figure 22 that the cross-correlation
is not damaged by the brushing. The peak is a bit
stretched out but as there is no peak when two different
items are compared, this is not a problem. This is an
example of unique fingerprint. Brushing is often done on
metallic surfaces but can be applied to any other material.
[0031] More generally any surface treatment or ma-
chining process resulting in noisy images or images with
sufficient entropy may be used as a template for image
retrieval. This includes in particular surface sanding, mill-
ing, spinning, drilling, etc...

* Microstructure of coating

[0032] Another example of unique fingerprint is the
case of coating, like the one on dials of watches. Figure
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23 shows the difference of microstructures of coating at
about 10’000 dpi with a 1 x1 mm field of view. Coating
can be applied to any material.

» Microstructure of molded materials

[0033] Ifamaterialis molded, (particularly if itis molded
with a sanded mould which creates "sanded finish" ap-
pearance), the microstructure of each molded part will
look similar. So if the dpi is chosen carefully, all the items
that come out of a same mould will feature similar surface,
whereas those who come out of some different moulds
will look completely different. This is shown is Figure 24.
241 and 242 come out of the same mould and have the
same microstructures whereas 243 comes out of another
mould and has other microstructures. Pictures were tak-
en at 2’400 dpi with a field of view of 5x5mm.An example
of that is the case of cover of some containers. This is a
typical example of microscopic fingerprint.

* Microstructure of ink deposit on non-porous materials

[0034] If ink is deposited on a non porous material, for
example glazed paper, each drop has its own shape and
location. Labels are taken as an example. A label will be
the same than all the other labels that are printed with
the same printer on the same position of the offset sheet.
On the contrary, a label printed by another printer or in
another position of the offset sheet will look different. This
is shown in Figure 25. 251 and 252 are printed with the
same printer and the same position on the offset sheet.
253 is printed with another printer. This is again an ex-
ample of microscopic fingerprint.

[0035] Atthe extreme, thistechnology canbe extended
by reducing the dpi in order to check if the overall graph-
ical design of a box matches with the original design. This
approach is for instance applicable to fake medicines that
are sold on the Internet. This is a particular example of
macroscopic fingerprint.

IMAGE RECORDING
GENERAL STRATEGY

[0036] Firstofall, a specific area has to be defined; the
same area will be used for recording and future compar-
isons. The location of this area is optimal when its micro-
structures are uniformly spread out the image. Such an
area can be retrieved automatically. Indeed, this area
should match some specific mathematical requirements
enabling to maximize detection rate and minimize false
detections. In particular, images having statistics of uni-
form noise have proven to perform particularly well. Many
approaches are available in the literature which enable
the measurement of noise characteristics and may be
used here. One example is to analyze the Fourier trans-
form of the image, for instance white noise is known for
having a flat spectrum. It is also possible to derive the
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optimal dpiresolution by analyzing with part of the Fourier
spectrum characterizes a noise signal. This is shown in
Figure 26. 262 is the uniform Fourier Transform of 261
which contains microstructures that are uniformly spread
out the image. Itis possible to take one or two images at
two different levels of details for pre-processing steps
purpose. This depends on the future processing and can
be determined by the material, the shape and the appli-
cation.

STORAGE ISSUE

[0037] Once the microstructure has been digitized, the
corresponding image has to be stored and will constitute
the record set (typically accessed through database
tools). The basic requirement is to obtain an image of the
microstructures that contains a sufficient amount of de-
tails to enable a unique identification (knowing that the
total amount data will also increase with the database
size). This amount of details is of course directly linked
to theimage size and to the microstructure element sizes.
A theoretical boundary of the minimum image size for a
given database size may be computed in the particular
case of black and white image. Indeed, for a 5x5 pixels
image, the number of different possible images would be
2125 ~ 33 millions. This means that an ideal random black
and white structure could be uniquely identified in a da-
tabase of 33 millions reference images. In practice much
larger images (up to a size of 100 times more in each
dimension) have to be used and database size may be-
come anissue. Various lossy compression schemes may
be used to decrease the volume of the image database.
Indeed, even though such compression alters the image,
experiments show that this image matching can be per-
formed successfully even for high compression ratios
(compression may be performed on both the reference
and the tested image or only on the reference image).
For instance, many experiments have shown that com-
pression ratios of 50 to 100 can be applied using for in-
stance compression scheme based on the DCT (Discrete
Cosine Transform). Therefore, a 100 by 100 pixels gray-
scale image, which represents 10 kilobytes, can be com-
pressed down to 0.1 kilobyte. For storing scans of 10
millions of items, hard disk capacity of 1 gigabyte is there-
fore sufficient (similarly 1000 by 1000 pixels images
would require 100 gigabyte of space, which is really rea-
sonable). The use of wavelet compression may also be
useful, as it would benefit to the image retrieval task.
Indeed the image retrieval can then be hierarchically per-
formed on increasing wavelets frequencies of the images
(thus speeding up theretrieval process for instance). Oth-
er information may also be stored in place or in comple-
ment of the scanned images. For instance, invariant fea-
tures (image moments for example, statistical properties,
etc), parameters related to contours, minutiae features
or any other information able to speed up the retrieval
process or increase the matching reliability.
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LOCATION OF SNAPSHOT

[0038] It should be noted that in the case of brand pro-
tection, it might be particularly interesting to exploit the
microstructure of areas that are close to the logo (or any
brand identification means). Indeed, parallel importers
often try to destroy traceability information (like UV codes
or datamatrix). They typically achieve this by scratching
the surface or painting over the code. Surprisingly, doing
sois often notillegal. However, altering the logo is illegal.
(Moreover it clearly alters the product merchantability).
Therefore, using microstructure of the logo or the under-
lying medium may help to protect from pirates alterations.
Finally, the logo is a simple identifiable feature, which
makes it convenient for inspecting purposes (in case the
inspection process explicitly requires imaging a given ar-
ea of an item). This idea is not limited to the logo and
also applies to any trademark, copyright protected design
or, more generally, to any design protected by the law,
printed on packages or documents.

IMAGE DETECTION
GENERAL STRATEGY

[0039] The general strategy is depicted in the schema
of Figure 28. When the picture is taken, its position and
rotation in respect to the original image is not known. The
new coordinates x’ and y’ have to be deduced from the
translation vector, the angle of rotation and the old x and
y coordinates. Thisis illustrated in Figure 27. The rotation
can be retrieved by a Fourier transform. The location can
be retrieved by a 1D projection for example. Then, mask-
ing (282) has to be computed, depending on the size of
the field of view and on the size of the microstructures.
Atfter that all the pre-processing operations (283), such
as flattening can be computed. Finally, the image match-
ing (284) is performed. After image matching, a metric
enables to decide that one or several images from the
record set do actually match to a certain level. Ultimately,
the number of images belonging to this matching set
should be 1 (cardinality equal to singleton). Depending
on the application, this image will identify a unique object
(and any useful side information, typically by using a da-
tabase access) or set of objects with common features.
Forinstance, in the case of micro fingerprint applications,
such common feature can be a mould identifier. Another
example, for macro fingerprint applications, may be a
genuine printed package.

ROTATION COMPENSATION

[0040] The rotation angle can be found if the picture
includes some anisotropic visual information which is
identical for all items. For instance, if there is a line across
the picture, it will be possible to use this information in
order to exactly find the rotation angle. Of course this line
will be a drawback for cross-correlation purposes. That
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is why it is possible to take different pictures from the
item to verify, even at different resolutions. Each image
can then be assigned to a specific operation. Transform
domains may be used to aid the extraction and charac-
terization of anisotropic information. For instance, the
Hough transform or the Fourier transform may be used.
Inthe case of the Fourier transform, the spatial anisotropy
of the image will result in a line in the modulus of the
Fourier transform of this image. This is shown in Figure
11. 111 shows the Fourier transform and 112 shows the
angle, which is a radial sum of the value of the Fourier
Transform related to each angle. One solution for finding
the main anisotropic direction is to compute the following
equation:

pig) =] tire)ar

where I(r,theta) is the value of the modulus of the Fourier
transform atthe polar coordinates rand theta, I() the mod-
ulus of the Fourier transform, and p() is the value of the
accumulated modules for a given angle (112).

[0041] This angle is actually determined with a 180°
accuracy because of Fourier transform properties. More-
over, the spatial anisotropy of the image may contain
several main directions (for instance a square contains
two main direction which are perpendicular) which results
in different candidate angles. The right angle can be de-
termined by testing each of the possible angles. When
the spatial anisotropy contains only one main direction,
this direction is perpendicular to the angle found by the
sum over the axes. That is why, in Figure 11, the sum is
done over an angle "a" in 111 and the result is displayed
foranangle "a+90". A testing procedure consists in cross-
correlation with a reference image.

[0042] It should be noted that the image used for rota-
tion detection (and the corresponding reference image)
may be taken at resolution (dpi) and at a location that is
different from the image used to characterize the micro-
structure of asurface. Finally the angle value can be more
precisely determined by a trial error procedure around
the angle previously found. For instance, it is possible to
iterate between -1 to +1 degrees by steps 0.1 degrees,
computing the SNR for each angle, and keep the angle
that results in the best SNR.

[0043] Once the rotation angle is known, it is easy to
retrieve the location of the specific pattern to cross-cor-
relate. Infact, it could be possible to store in the database
the coordinates and size of the patternrelative to a certain
angle. In Figure 27, x and y are stored in the database.
X and y’ can be retrieved easily once the displacement
and rotation is known.

[0044] Itisalsopossible to adopta totally different strat-
egy that avoids computing the rotation angle: the basic
idea consists in taking a circular shape around a point of
interest and unwarping to a rectangular shape. Figure 32
describes this process. 321 is the circular donut around
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a point of interest that has to be cut. The cut is done in
AB. A is the origin and B is the end of the new image.
The circular shape is then mapped (or unwarped) on a
rectangular (322) shape using standard image interpo-
lation methods. Such image can be compared (for in-
stance using cross-correlation) with a template image
that has been generated using the same process. The
location of cross-correlation peak will vary with the rota-
tion angle, but the SNR value will not be affected. There-
fore this technique enables to detect matching images
without the need for a prior compensation in rotation.

TRANSLATION COMPENSATION

[0045] A general approach to compensate for transla-
tionis touse image that include feature points. In practice,
one approach is to acquire a low resolution image of the
object. The cross-correlation of this image with a record-
ed template (that will be unique for the whole database)
enables to find exactly the X/Y position of the snapshot
and therefore to determine the location of the region of
interest that should be acquired at higher resolution.

PREPROCESSING[CDV1]

[0046] The cross-correlation is typically computed on
flattened images. One way to do flattening is to do a math-
ematical operation that consists in taking the difference
between animage and its frequency low-passed version.
The goal of this operation is to remove macroscopic color
variations across the image and which are not significant,
like lighting variations for instance. In particular enables
to set all the borders of the image to the same value,
which avoid border effects during a cross-correlation
based on Fourier Transform (FFT based correlation im-
plicitly tiles the image, artificially creating border effects
between tiles if image is not uniform). In Figure 29, the
effect of flattening is shown. 291 and 293 are images that
have not been flattened. 292 and 294 are the same im-
ages after flattening. In this example, the cross-correla-
tions are computed with a template image that should
match with the image 293 but that should not match with
the image 291. The cross-correlations for each image
are shown on the right side. It can be seen that the cross-
correlation image 295 and 296 show no correlation peak,
which is normal. The image 297 does not show a clear
cross-correlation peak although the image should nor-
mally match with the template. The cross-correlation of
the flattened image 298 shows a clear cross-correlation
peak.

[0047] As arule of the thumb, when using a Gaussian
blur as a low-pass filtering strategy for flattening, the blur-
ring radius (in pixels) will typically have a value close to
the microstructures size measured in pixels.

MASKING

[0048] If the field of view has a size that implies that
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some non interesting details are visible, they should be
masked. One possibility to do the masking is to put all
the value that have not to be taken into account to the
mean value of the image.

[0049] Theimportance of masking disturbing elements
is shown in Figure 31. It is shown that, without masking,
the cross-correlation (314) of a template (311) and an-
other picture of the same item (312) is not better than the
cross-correlation (315) of the template (311) with a pic-
ture of another item (313). Even worse, the cross-corre-
lation (315) of the template (311) and the picture of the
otheritem (313) has a good peak because of macroscop-
ic cross-correlation. This kind of mismatching is a false-
positive detection that must be absolutely avoided. It is
shown that it is possible to prevent such mismatch by
padding to the mean value the disturbing element. When
the template padded (316) is cross-correlated with an-
other picture of the same item padded (317), the peak of
cross-correlation (319) is visible. When the template pad-
ded (316) is cross-correlated with a picture of another
item (318), there is no more peak (3110) of cross-corre-
lation. This example illustrates how a masking approach
can help to avoid false-positive detection and also im-
prove the detection rate. Such mask may be recorded in
the database.

OVERVIEW OF MATCHING ALGORITHMS

[0050] Theimage matching purpose is to define a met-
ric which enables to decide if two images are similar. A
perfect similarity can be characterized by a null Mean
Square Error between two images and a matching metric
will typically converge to a known value in this case. Im-
age matching can be performed using cross-correlation
or matching in transform domains (Hough or Fourier
spaces for instance) possibly enhanced by log-polar
transforms in order to be invariant with scale or rotation.
It is also possible to use spatially transform domain in
order to map the image in a way that is more efficient for
matching purposes. For instance, it is possible to com-
pute a 1 D profile corresponding to the sum of color in-
tensity along each line and use such 1D function in con-
junction with 1 D signal matching algorithms for fast re-
trieval (possibly refined with a vertical profile). Another
spatially transform domain was shown in previous sec-
tion and illustrated in Figure 32. The so-called "minutiae”
approach used in fingerprint matching can also be used.
Its principle is to use only a limited number of localized
feature points instead of using the whole image.

[0051] Inthe case where microstructure of printed area
isused (likein Figure 8), itis also possible to use matching
techniques based on contours of the printed shape. State
of the art contour matching techniques may then be used
as for instance Fourier descriptors or 1 D cross-correla-
tion (the contour being converted toa 1 D signal). Artificial
neural networks may also be used in order to perform
the image matching or the contour matching operation.
More generally, let the image be described by a given
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set of parameters. Any classifier may be used to find the
best matchin a database. The choice of the best classifier
will depend on the computational requirements, the im-
age statistics, etc.

[0052] In order to help the image matching operation,
the knowledge of the original design may also be used.
For instance Figure 8 corresponds to a letter which ori-
entation, scale and spatial position on the item to verify
is known. Therefore an automatic scanning system may
be able to locate this letter with a low-resolution scan,
then rescan the letter with a high resolution and finally
compensate for the rotation.

MATCHING BY CROSS-CORRELATION

[0053] The cross-correlation is particularly suitable for
matching images which contain noise. Indeed, it can be
used basically for any kind of uniform noise without spe-
cial tuning or adaptations.

[0054] The equation used to compute it is:

(=Y YA i, =l

o ——— | ——

[0055] It should be noted that several variations of
cross-correlations exist which can also perform efficiently
in the case of microstructure. This is forinstance the case
of phase correlation and cross-correlation with special
padding strategy. Indeed, in the above formula the indi-
ces k'+k or I'tl may exceed the image size in the finite
case and a strategy has to be followed to define which
values should be used in such cases. Some of these
strategies include padding the image with values varying
symmetrically or anti-symmetrically (left/right and
up/down) across their borders, or padding with a fixed
value (the mean value for instance).

[0056] A measure representing the matching quality
between 2 images can be defined with:

SMR = 207 oo maxmeant

[0057] Thisvalue characterizes the signalto noise ratio
(SNR) of the cross-correlation image and is measured in
decibels (dB). When several cross-correlations are com-
puted (using several images of the same area or from
different areas), the SNR can be very significantly in-
creased by the multiplication of two cross-correlations
aligned on their peaks. It is also possible to take morpho-
logical criteria into account, such as opening and closing
operations on the cross-correlation image.

[0058] It has to be noted that the cross-correlation is
robust against some modifications of the item. In partic-
ular it is robust against adding adhesive or static layer,
adding dust, damaging by scratching and all other dam-
age that let up to half of the information. It also has to be

10

15

20

25

30

35

40

45

50

55

1"

noticed that this method is robust throughout glasses,
even watch glass, flat or convex, with or without anti-
reflective coating on it.

[0059] The sizein pixel oftheimagesto cross-correlate
as well as their dpi has to be chosen depending on the
size and the number of the microstructures.

[0060] According to the invention, in order to speed up
the detection process, use is made of downsampled ver-
sions of the templates.

[0061] Forinstance if the image size is 1024x1024 and
if there are 10°000°000 items in the database, performing
all cross-correlations with all template may take a signif-
icant amount of time (up to 1 hour in some cases). A
detection strategy consists in performing the detection in
several stages. A first stage is performed with downsam-
pled versions of the snapshot and template images and
then the next stage use larger versions of the snapshots
and templates. This is illustrated by diagram of Figure
30: cross-correlations are first computed with a set of X0
templates using an image size of 2" x 2" pixels (the same
method may of course be used for non square images
or non integer power of 2 image sizes). A number X12
of cross-correlation images have an SNR over a given
threshold t1 and are then selected as candidates for a
second test with larger image size 2"*1. The same pro-
cedure continues with threshold t2 and with increasing
image sizes and thresholds until the original image size
2n*Xis reached resulting in one unique candidate Xx2 =
1 which corresponds to the snapshot. Such strategy is
not limited to the case of cross-correlation and can po-
tentially be applied with any matching metric.

[0062] A practical example is given in order toillustrate
this process. In an experiment n=3 and x=10 were used
for cross-correlations of X0=10,000,000 templates with
a test image. The following number of candidates was
then obtained: X12=112539,
X22=1234,X32=2,X42=1,X52=1.

Claims

1. Method to identify objects by uniquely using an op-
ticalimage of the microstructure of their surface com-
prising a parameter settings phase, an acquisition
phase and an identification phase, the parameter
setting phase comprising the steps of:

- defining for a given set of objects, a resolution,
a type of non-coherent light illumination and a
location, called area of interest, having arandom
identifying microstructure, which considered
structure size being below 1mm.

the acquisition phase comprising the steps of, for
each object to be later identified:

- digitally acquiring a two-dimensional template
image of the object containing an identifying



21 EP 2 024 899 B1 22

microstructure, said acquisition being based on
the parameter settings and using sampling on a
uniformly spaced orthogonal grid of at least one
color component,

- preprocessing the image in order to remove
macroscopic color variations by applying a flat-
tening function on said template,

- storing in a reference database the preproc-
essed template image along with at least one
downsampled template versions,

the identification phase comprising the steps of, for
an object to be identified :

- digitally acquiring a two-dimensional snapshot
image of the object to be identified and accord-
ing to the parameters as the template image,

- preprocessing the said snapshot image by ap-
plying a flattening function in order to remove
macroscopic color variations,

- generating at least one downsampled versions
of the flattened snapshot image with resolutions
according to the resolutions during the acquisi-
tions phase,

- cross-correlating the 2D most downsampled
version of the flattened snapshot image with the
corresponding downsampled templates version
stored in the reference database regardless of
the relative position in translation, and selecting
a set of templates according to the value of the
signal to noise ratio of the cross-correlation im-
age,

- for the selected templates, cross-correlating
the 2D downsampled version of next resolution
level of the flattened snapshot image with the
downsampled versions of same resolution level
of flattened template stored in the reference da-
tabase which have been chosen in previous
stage regardless of the relative position in trans-
lation, and selecting a set of templates according
to the value of the signal to noise ratio of the
cross-correlation image,

-repeating previous stage for all available down-
sampled resolutions

- for the selected templates, cross-correlating
the 2D flattened snapshot image with the flat-
tened template stored in the reference database
regardless of the relative position in translation,
and thus identifying the object by finding the best
corresponding template which signal to noise ra-
tio value of the cross-corrleation image is above
a predefined threshold.

Method of claims 1, characterized in that in the
identification phase a rotation compensation is ap-
plied to the snapshot image prior to computing the
cross-correlation.
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Method of claims 1 to 2, characterized in that the
rotation compensation is achieved by acquiring an-
other image of the object and applying a Fourier
transform to the said image in order to measure an-
isotropic information and use it to compute the rota-
tion compensation angle,

Method of claims 1 to 2, characterized in that the
parameter settings phase and the identification
phase are modified as follows:

- the parameter settings phase comprise an ad-
ditional step consisting in defining for a given set
of objects at least one visual feature whose dis-
tance to the X/Y position of the region of interest
is known,

- creating a mask image by acquiring a two-di-
mensional image of feature points,

the identification phase comprising preliminary steps
of :

- digitally acquiring a two-dimensional image of
the feature points of the object,

- cross-correlating the acquired image with
mask image in order to retrieve the location of
the region of interest where the snapshot image
will be acquired.

Method of claims 1 to 4, characterized in that the
template identified can serve to authenticate a plu-
rality of objects having the same microstructure.

Method of claims 1 to 5, characterized in that no
template identified allows detecting a counterfeited
object.

Method of claims 1 to 6, characterized in that the
parameter settings, acquisition and identification
phases are modified as follow in order to successfully
match corresponding template and snapshotimages
having different angles of rotation:

the parameter settings phase having an addi-
tional step of defining the shape and

location of a circular donut inside the region of
interest,

the acquisition phase comprising the steps of :

- extracting from the acquired image the cir-
cular donut region,

- unwarping the donut in a rectangular
shape in order to define the template image,

the identification phase comprising the steps of:

- extracting from the acquired image the cir-
cular donut region,
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- unwarping the donut in a rectangular
shape in order to define the snapshot im-

age.

8. Method of any of the previous claims, wherein the
acquisition phase is carried out by a mobile phone
with integrated camera.

Patentanspriiche

1. Verfahren zur ldentifizierung von Objekten durch

den ausschliel3lichen Gebrauch einer optischen Ab-
bildung der Mikrostruktur ihrer Oberflache, mit einer
Parametereinstellungsphase, einer Beschaffungs-
phase und einer ldentifizierungsphase, wobei die
Parametereinstellungsphase folgende Phasen um-
fasst:

- Festlegung, fur einen gegebenen Satz von Ob-
jekten, einer Aufldsung, einer Art nicht koharen-
ter Beleuchtung und einer Position, genannt zu
untersuchende Flache, mit einer zufallig identi-
fizierenden Mikrostruktur, wobei die betrachtete
StrukturgréRe unter 1 mm liegt.

Die Beschaffungsphase umfasst folgende Phasen,
fur jedes spater zu identifizierende Objekt:

- digitale Beschaffung eines zweidimensionalen
Musterbildes des Objekts, das eine identifizie-
rende Mikrostruktur enthalt, wobei die Beschaf-
fung aufden Parametereinstellungen basiertso-
wie Abtastung auf einem abstandsgleichen
rechtwinkligen Gitter mindestens einer Farb-
komponente,

- Vorverarbeitung des Bildes, um makroskopi-
sche Farbschwankungen durch Anwendung ei-
ner Glattungsfunktion auf das Musterbild zu ent-
fernen,

- Speicherung des vorverarbeiteten Musterbilds
in einer Bezugsdatenbank zusammen mit min-
destens einer heruntergetakteten Musterbild-
version,

Die Identifizierungsphase umfasstfolgende Phasen,
fur ein zu identifizierendes Objekt:

- digitale Beschaffung eines zweidimensionalen
Snapshot-Bildes des zu identifizierenden Ob-
jekts nach den Parametern des Musterbildes,
- Vorverarbeitung des Snapshot-Bildes durch
Anwendung einer Glattungsfunktion, um makro-
skopische Farbschwankungen zu entfernen,

- Erzeugung mindestens einer heruntergetakte-
ten Version des geglatteten Snapshot-Bildes mit
Auflésungen gemaf den Auflésungen wahrend
der Beschaffungsphase,
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- Uberkreuzkorrelierung der heruntergetakte-
teste 2D-Version des geglatteten Snapshot-Bil-
des mit der entsprechenden in der Bezugsda-
tenbank gespeicherte Version des herunterge-
takteten Musterbildes, ohne Berlcksichtigung
der relativen Position in der Translation, und
Auswahl eines Satzes von Musterbildern ge-
mafl dem Wert des Signal-Rausch-Verhaltnis-
ses des UberkreuzkorreIierungsbildes,

- fiir die ausgewahlten Musterbilder: Uberkreuz-
korrelierung der heruntergetakteten 2D-Version
des nachsten Auflésungsgrads des geglatteten
Snapshot-Bildes mit den heruntergetakteten
Versionen desselben Auflésungsgrades des in
der Bezugsdatenbank gespeicherten geglatte-
ten Musterbildes, die im vorherigen Schritt ge-
wahlt wurden ohne Bertiicksichtigung der relati-
ven Position in der Translation, und Auswahl ei-
nes Satzes von Musterbildern je nach dem Wert
des Signal-Rausch-Verhaltnisses der Uber-
kreuzkorrelierungsbilder,

- Wiederholung des vorherigen Schritts fiir alle
verfligbaren heruntergetakteten Aufldsungen

- fiir die ausgewahlten Musterbilder: Uberkreuz-
korrelierung des geglatteten 2D-Snapshot-Bilds
mitdem in der Bezugsdatenbank gespeicherten
geglatteten Musterbild ohne Berlcksichtigung
derrelativen Position in der Translation, und da-
durch Identifizierung des Objekts, indem man
das beste entsprechende Musterbild findet, des-
sen Signal-Rausch-Verhaltnis-Wert der Uber-
kreuzkorrelierungs-Bilder oberhalb einer vorde-
finierten Schwelle liegt.

Verfahren nach Anspruch 1, gekennzeichnet da-
durch, dass in der Identifizierungsphase vor dem
Berechnen der Uberkreuzkorrelierung ein Rotati-
onsausgleich an dem Snapshot-Bild vorgenommen
wird.

Verfahren nach Anspruch 1 bis 2, gekennzeichnet
dadurch, dass der Rotationsausgleich durch Be-
schaffung eines anderen Bildes des Objekts erreicht
wird sowie Anwendung einer Fourier-Transformati-
on auf das Bild, um anisotrope Informationen zu
messen und sie zu verwenden, um den Rotations-
kompensationswinkel zu berechnen,

Verfahren nach Anspruch 1 bis 2, gekennzeichnet
dadurch dass die Parametereinstellungsphase und
die Identifizierungsphase folgendermafien abgean-
dert werden:

- die Parametereinstellungsphase umfasst eine
zuséatzliche Phase, bestehend aus der Festle-
gung, fur einen gegebenen Satz von Objekten,
mindestens eines visuellen Merkmals, dessen
Distanz zu der X/Y-Position des zu untersu-
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chenden Bereichs bekannt ist,

- Schaffung einer Maske durch Beschaffung ei-
nes zweidimensionalen Bildes von Merkmals-
punkten,

die ldentifizierungsphase umfasst folgende Vorbe-
reitungsphasen:

- digitale Beschaffung eines zweidimensionalen
Bildes der Merkmalspunkte des Objekts,

- Uberkreuzkorrelierung des beschafften Bilds
mit Maske, um die Position des zu untersuchen-
den Bereichs zu finden, wo das Snapshot-Bild
beschafft werden wird.

Verfahren nach Anspruch 1 bis 4, gekennzeichnet
dadurch, dass das identifizierte Musterbild dazu
dienen kann, eine Vielzahl von Objekten mit dersel-
ben Mikrostruktur zu authentifizieren.

Verfahren nach Anspruch 1 bis 5, gekennzeichnet
dadurch, dass wenn kein Musterbild identifiziert
wird, ein gefalschtes Objekt erkannt wird.

Verfahren nach Anspruch 1 bis 6, gekennzeichnet
dadurch, dass die Phasen Parametereinstellun-
gen, Beschaffung und Identifizierung folgenderma-
Ren abgedndert werden, um erfolgreich entspre-
chende Musterbilder und Snapshot-Bilder mit ver-
schiedenen Rotationswinkeln zusammenzupassen:

Die Parametereinstellungsphase umfasst eine
zusatzliche Phase der Definition der Form und
Position eines runden Torus in dem zu untersu-
chenden Bereich,

die Beschaffungsphase umfasst folgende Pha-
sen:

- Extraktion des runden Torusbereichs aus
dem beschafften Bild,

- Unwarpen des Torus in eine rechteckige
Form, um das Musterbild zu definieren,

die Identifizierungsphase umfasst folgende
Phasen:

- Extraktion des runden Torusbereichs aus
dem beschafften Bild,

- Unwarpen des Torus in eine rechteckige
Form, um das Snapshot-Bild zu definieren.

Verfahren nach einem beliebigen der vorherigen Pa-
tentanspriiche, wobei die Beschaffungsphase durch
ein Mobiltelefon mit integrierter Kamera durchge-
flhrt wird.
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Revendications

Méthode pour identifier des objets en utilisant uni-
quement une image optique de la microstructure de
leur surface comprenant une phase de réglage de
paramétre, une phase d’acquisition et une phase
d’identification, la phase de réglage de parameétre
comprenant les étapes de :

- définir pour un ensemble donné d’objets, une
résolution, un type d’illumination lumiére non-
cohérente et un emplacement, appelé la zone
d’intérét, ayant une microstructure d’identifica-
tion aléatoire, dont la taille considérée est en-
dessous de 1mm,

la phase d’acquisition comprenant les étapes de,
pour chaque objet devant étre plus tard identifié :

- acquérir numérique d’une image modéle bidi-
mensionnelle de I'objet contenant une micros-
tructure d’identification, ladite acquisition étant
basée surles paramétres deréglages et utilisant
un échantillonnage sur une grille orthogonale
uniformément espacée d’au moins un compo-
sant de couleur,

- prétraiter I'image pour enlever des variations
de couleur macroscopiques en appliquant une
fonction d’aplatissement sur ledit modéle,

- stocker dans une base de données de référen-
ce le modele d’'image prétraité avec au moins
une version de modéle sous-échantillonné,

la phase d’identification comprenant les étapes de,
pour un objet a étre identifié:

- acquérir de maniére numeérique une image ins-
tantanée bidimensionnelle de I'objet a étre iden-
tifie et selon les paramétres comme I'image mo-
dele,

- prétraiter ladite image instantanée en appli-
quantune fonction d’aplatissement pour enlever
des variations de couleur macroscopiques,

- générer au moins une version sous-échan-
tillonnée de l'image instantanée aplatie avec
des résolutions selon les résolutions de la phase
d’acquisition,

- effectuer une corrélation croisée en 2D de la
version la plus sous-échantillonnée des ver-
sions sous-échantillonnée de I'image instanta-
née aplatie avec la version sous-échantillonnée
de référence correspondante stockée dans la
base de données de référence indépendam-
ment de la position relative en translation et sé-
lectionner un ensemble de modéles selon la va-
leur du rapport signal sur bruit de I'image de cor-
rélation croisée,

- pour les modéles sélectionnés, effectuer une
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corrélation-croisée de la version 2D sous-
échantillonnée du niveau de résolution suivant
de l'image instantanée aplatie avec les versions
sous-échantillonnées de méme niveau de réso-
lution de modéle aplatit stocké dans la base de
données de référence qui a été choisi dans I'éta-
pe précédente indépendamment de la position
en translation et la sélection d’'un ensemble de
modeles selon la valeur du rapport signal sur
bruit d'images de ladite corrélation croisée,

- répéter I'étape précédente pour toutes les ré-
solutions sous-échantillonnées disponibles,

- pour les modéles choisis, effectuer une corré-
lation croisée de I'image 2D instantanée aplatie
avec le modéle aplati stocké dans la base de
données de référence indépendamment de la
position en translation relative et ainsi identifier
I'objet en trouvant le meilleur modéle correspon-
dant pour lequel le rapport signal sur bruit d’ima-
ges de ladite corrélation croisée est au-dessus
d’un seuil prédéfini.

Méthode selon la revendication 1, caractérisé en
ce que durant la phase d’identification une compen-
sation en rotation est appliquée a I'image instanta-
née avant de calculer la corrélation croisée.

Méthode des revendications 1 a 2, caractérisé en
ce que la compensation en rotation est réalisée en
acquérant une autre image de I'objet et appliquant
une transformation Fourier de ladite image pour me-
surer des informations anisotropes et de les utiliser
pour calculer 'angle de compensation en rotation.

Méthode selon les revendications 1 a 2, caractérisé
en ce que la phase de réglage des parametres et la
phase d’identification est modifiée comme suit:

- la phase des de réglage parameétres comprend
une étape supplémentaire consistant dans la
définition pour un ensemble donné d’objets d’au
moins une caractéristique visuelle dont on con-
nait la distance a la position de X/Y de la région
d’intérét,

- création d’'une image de masque en acquérant
une image bidimensionnelle de points d’intérét,

la phase d’identification comprenant les étapes pré-
liminaires de:

- acquérir numériqguement une image bidimen-
sionnelle des points d’intéréts de 'objet,

- effectuer une corrélation croisée de I'image ac-
quise avec le masque image pour récupérer
'emplacement de la région d’intérét ou I'image
instantanée sera acquise.

5. Meéthode des revendications 1 a 4, caractérisé en
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ce que le modéle identifié peut servir pour authen-
tifier une pluralité d’objets ayant la méme micros-
tructure.

Méthode des revendications Error! Reference
source not found. to Error! Reference source not
found., caractérisé en ce qu’aucun modéle identi-
fié permet la détection d’objets contrefaits.

Méthode de revendications 1 a 6, caractérisé dans
lequel les parameétres de réglages, les phases d’ac-
quisition et d’identification sont modifiés comme suit
pour avec succes correspondre au modele corres-
pondant et des images instantanées ayant les an-
gles différents de rotation :

la phase de réglage des parameétres ayant une
étape supplémentaire de définirla forme etl'em-
placement d’un anneau circulaire a l'intérieur de
la région d’intérét,

la phase d’acquisition comprenant les étapes
de:

- extraire I'image acquise de la région de
I'anneau circulaire,

- déployer I'anneau circulaire en forme rec-
tangulaire pour définir 'image modéle,

la phase d’identification comprenant les étapes
de:

- extraire de I'image acquise la région de
'anneau circulaire,

- déployer I'anneau circulaire en forme rec-
tangulaire pour définir 'image instantanée.

Méthode selon I'une des revendications précéden-
tes, dans laquelle la phase d’acquisition est effec-
tuée par un téléphone portable avec appareil photo
intégre.
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