PACKAGING

Industry-suitable Technologies
to Protect Pharma Products
against Counterfeiting

As clearly stated in the new European

directive 2011/62/EU' relating to

medicinal products for human use,

as regards the prevention of the entry

into legal supply chain of falsified

medicinal products, patient safety will

be achieved with the combination of

three components:

- verify the authenticity of the medicinal
product,

- identify individual packs or batches

- verify whether the outer packaging
has been tampered with.

These new measures, which improve
the protection of public health, will be
adopted by member states on January
2,2013.

Because implementing labelling,
tracking and tracing systems for
products will likely result in additional
costs to the pharmaceutical industry,
this paper hopes to shed light
on several cost-effective product
authentication processes and features,
which can be easily deployed and
implemented  within  manufacturing
plants and laboratories worldwide.

Authentication and Identification
Several organisations have reported
that individual product coding can be
used to identify counterfeits. However,
more and more experts agree that
visible product codes, batch numbers
and expiry dates cannotbe usedreliably
for product authentication because
they can be copied by counterfeitersz.
Banknotes, for example, have been
serialised for decades and are still
widely counterfeited. Of course, the
cost invested to secure a banknote
is far greater than that of medicines.
However, we believe that some lessons
learned in the field of high security
documents can contribute to finding
solutions to counterfeit pharmaceutical
products.
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Visible (Overt) or Invisible to
the Naked Eye (Covert) Security
Features

Traditionally, pharmaceutica Icom-
panies have added visible security
features to their packaging to prevent
counterfeiting. These include, for
example,  holograms,  kinegrams,
embossing, micro printing, moiré or
special ink such as optical variable ink.
However, these visible features only
provide minimum security and require
training for effective authentication
Fig 1. By the same token, if a company

Figure 1 Overt security features examples
(hologram)

suddenly decides to discontinue
the use of visible security features,
consumers might mistake a genuine
product for a fake.

Today, counterfeiters have the best
printing equipment and components
at their disposal in order to perfectly
replicate the visual aspects of a
packaging, including its visible
authentication features. By contrast,
the use of “covert” features — security
features that are invisible to the
naked eye — provides a higher level
of security. For example, “good”
counterfeit banknotes always include
a replication of the visible security
features, but rarely of the invisible
ones. To prevent leaks, however,
covert security features should never
be disclosed. These features should
only be shared with a limited number
of trustworthy persons of the branded

manufacturing company, an approach
that restricts consumer access
Anti-counterfeiting literature also
suggests that a specialised scanner
or a distinctive analysis is required
in order to identify covert security
features, making the “genuine-or-
fake" verification a costly and time-
consuming process. However, as in
other industries, the digital or software
revolution has opened up new and

exciting possibilities. For example,
the  Cryptoglyph®  on-packaging®
(e.g. folding boxes, blister packs,

labels) achieves invisible protection
by using normal visible ink or varnish.
Fig 2 Digital security features simply
Figure 2 Covert security (Alpidrin box)

require an off-the-shelf office flatbed
scanner or an iPhone 4 smartphone
device to perform a “genuine-or-fake”
verification. In this case, the covert
feature scanner can be purchased
on the consumer electronics market
anywhere, while proprietary hardware
is the rule when security substances,
taggant or dedicated invisible optical
effect are used.

Replacing security consumables
with software has also had a significant
impact on the cost of implementing
an anti-counterfeiting programme for
multi-brand companies using multiple
production plants. For example,
when using security consumables,
it is necessary to provide the
various production plants with the
right quantity of security features in
relation to the number of packaging
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